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Brain Fingerprinting:
Detection of Concealed
Information

Introduction: The State of the Art Before
Brain Fingerprinting
The record stored in the brains of the witness and
perpetrator is often a much more comprehensive
account of the crime than what can be pieced together
from connecting a few specific features of the crime
scene with a few specific features of the perpetrator.
This record has not been accessible to scrutiny. The
stored record has the advantage of often providing
by far the most comprehensive account of the crime
available.
Witness testimony is a subjective report of the
contents of memory. Memory is known to be limited
and imperfect in a number of ways (see Eyewitness
Memory Issues in Civil Litigation). It is approximate, sometimes distorted, selective, and subject to
numerous influences. It is known to be affected by
mental or physical illness, injury, passage of time,
drugs, and many other factors.
The two primary disadvantages of witness testimony are (i) human memory is imperfect and (ii) the
witness may lie.
Investigators have developed psychophysiological methods to attempt to detect deception (see
Deception: Detection of; Deception Detection).
The fundamental premise of the various techniques
for detection of deception is that lying produces
emotional stress and other psychological effects,
which in turn produce physiological arousal and
other changes. These can be measured through
changes in perspiration, blood pressure, breathing,
and so on. The commonly used control question
test in conventional detection of deception employs
direct, relevant questions regarding participation in
the crime, such as “Did you shoot Mr. Jones?”
Lykken [1, 2] originated a new technique for
discovering more of the details of the record of the
crime stored in the brain. It is known as the guilty
knowledge test (GKT) or concealed information test
[3–6].

The conventional GKT is an adjunct to interrogation and testimony (see Interrogation). It is a method
not of directly detecting evidence of a crime stored in
the brain but of determining the veracity of a subject
who is testifying regarding the evidence and who may
be seeking to conceal his connection with it.
Methods for detection of deception or credibility
assessment have met with limited success. They have
been used primarily to guide investigations rather
than to definitively establish the relevant facts.

Overview of Brain Fingerprinting Science
and Technology
There has been no objective, scientific way to detect
the record stored in the brain and thereby to connect
the perpetrator with the crime scene.
Brain fingerprinting seeks to address this fundamental lack.a Brain fingerprinting was developed to
provide an objective way to connect the established
features of the crime scene with the record of the
crime stored in the brain of the perpetrator [7–16].
This is accomplished by measuring the response of
the subject’s brain to stimuli in the form of words
or pictures presented briefly on a computer screen.
During a brain fingerprinting test, electroencephalograph (EEG) signals are recorded noninvasively
from the scalp. When a subject recognizes and
takes note of something significant in the present
context, the brain emits an “Aha!” response. This
involves the firing of neurons in a specific, identifiable pattern known as P300-MERMER that can be
detected by computer analysis of the EEG signals.
When a subject recognizes a specific feature of the
crime scene, such as the murder weapon, the brain
fingerprinting system detects the “Aha!” response
and its corresponding EEG pattern. This reveals that
the subject knows the relevant information. If the
subject does not possess the relevant knowledge,
then this brain response is absent.
The data are then analyzed using a statistical and
mathematical algorithm to determine whether the
crime-relevant information is known by the subject.

Brainwave Measurements and
Event-Related Brain Potentials
EEG involves the measurement of patterns of voltage
changes that originate in the brain. When the brain
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conducts certain tasks, specific patterns of EEG (or
“brainwave”) activity are produced known as eventrelated potentials (ERPs).
As the brain is engaging in the information processing of interest in a scientific experiment, it is
also engaging in many other activities. The result
is that the brainwaves measured at any time are a
mixture of the relevant (event-related) activity and
other brainwave activities. In order to isolate the
activity of interest, the standard procedure in ERP
research is to present a stimulus many times and
average the responses [17–21]. All of the brainwave
activity that is not specifically related to processing
this specific stimulus averages out to near-zero,
because its timing is unrelated to the event of the
appearance of the stimulus on the screen. What is left
in the average response is the ERP: the brainwave
pattern that is specifically related to the event of
interest.
Each stimulus presentation and associated response
is referred to as a trial. The larger the number of
trials in each average brainwave response, the more
extraneous brainwave activity is eliminated by the
averaging procedure [17]. In order to obtain valid
and reliable results, experience has shown that a
minimum number of trials is required [12]. Experimenters usually run several tests, each containing
about 100 trials. Each separate test is referred to as
a block. Successive blocks may use the same stimuli
or different stimuli relevant to the same specific
event or knowledge.
The P300 is an electrically positive potential that
occurs at 300 or more milliseconds after the stimulus
[20, 22]. The name refers to the fact that the response
is electrically positive (P) and has a latency of at
least 300 ms (300). The P300 occurs when a subject
recognizes a stimulus as significant in the context
in which it is presented. It may be called an Aha
response. In the early P300 research, the responses
were elicited by very simple stimuli such as clicks or
tones. These were made significant in context by the
experimental instructions. When the stimulus and the
task are simple, the P300 peak occurs at about 300
ms after the stimulus.
In the initial brain fingerprinting research, Farwell
and Donchin [10, 23] used the P300 event-related
brain potential. Later, it was discovered that the P300
can be considered to be a part of a larger response
termed a memory and encoding related multifaceted
EEG response or P300-MERMER.

The Discovery of the P300-MERMER
In dealing with real-life situations, it was found to
be necessary to use longer and more complex stimuli
to accurately communicate the necessary information
to the subject [13]. In order to present realistic
stimuli that accurately represented knowledge unique
to FBI agents, researchers found it necessary to
use stimuli consisting of several words, sometimes
several long words. It took the subjects longer to
read the words and assess their significance than in
previous experiments with simpler stimuli.
To give the subjects time to process the stimuli
and respond appropriately, they lengthened the
interval between stimuli from 1500 to 3000 ms.
They recorded a longer segment of brainwave data
in each trial.
This more complex response included both the
P300 and a late negative peak (LNP). This was the
basis for the P300-MERMER [7, 11–13]. The P300 is
maximal in the parietal area. The LNP that constitutes
the latter part of the P300-MERMER is parietally
maximal yet also frontally prominent [7, 9] (i.e., it is
at its largest in the back area of the head).
The classical P300 is also known by various
other names, including the P3, N2–P3 complex, P3a
and P3b, late positive complex, and late positive
component. There has been considerable discussion
as to whether the P300 is a unitary response or in
fact a constellation of several responses [12, 24].
There has also been discussion over whether the
various names refer to the same or slightly different
phenomena [12, 24].
No doubt there will be considerable discussion as
to whether the MERMER or P300-MERMER is a
unitary phenomenon inclusive of the P300 and the
LNP or whether the LNP is a separate component
from the component or components that make up the
P300 [12–14]. The answers to these questions are
empirical, to be settled by further research.
Differences in nomenclature also exist. Over a
thousand published studies have associated the name
“P300” with a positive peak. The first report of
the P300-MERMER, including the positive peak
of the P300 and the LNP, was in 1994 [7]. By
2001, almost all researchers in detection of concealed
information were using the full P300-MERMER in
data analysis. Some authors [25, 26], however, have
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used the name “P300” to refer to the entire P300MERMER response, including not only the traditional P300 peak but also the LNP of the P300MERMER.
Additional facets in the P300-MERMER waveform
that occur simultaneously with the positive and negative peaks have been reported [7, 9, 11–13, 27]. The
nature of these additional facets and their relationship to the more readily visible positive and negative
peaks is also an empirical question to be resolved by
further research.
In all brain fingerprinting research using either
the P300-MERMER or the P300 alone, there have
been no false negatives and no false positives. These
results are summarized in Tables 1 and 2, further
discussed later. When the full P300-MERMER is
included in the data analysis algorithm, there have
also been no indeterminates. In brain fingerprinting
research using the P300 alone, results have been indeterminate in 3% of cases overall, consisting of 12.5%
in one study. As discussed later, an indeterminate
response is not an incorrect response but rather the
determination that insufficient data are available to
make a determination in either direction with high
statistical confidence. The acceptance of the accuracy of these techniques is not universal [26, 28,
29]. However, proponents suggest that this is because
of the failure of some authors to properly adhere to
the necessary protocols described here and elsewhere
[12–14, 30, 31].
Different commentators have summarized the
published results differently, depending on which
distinctions they make or do not make with respect
to methods practiced in different studies. Some
authors distinguish between studies that meet the
brain fingerprinting standards and studies that do
not, and consequently they conclude correctly that
the former consistently report no errors (which is
generally characterized as “less than 1% error rate”)
and the latter report much higher and highly variable
error rates [12–14, 30, 31]. Authors who do not
make such a distinction, and thus do not consider
the differences in results produced by fundamentally
different methods, correctly report that error rates
are highly variable for studies in the detection of
concealed information with ERPs taken as a whole
[26, 28, 29].
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Brain Fingerprinting Scientific Protocol
Experimental Design
Brain fingerprinting tests should be conducted
according to set protocols. “Reference” stimuli,
including targets (information on the crime that the
subject knows whether he or she committed it or
not), irrelevants (inaccurate information about the
crime), and probes (information about the crime
known only to the perpetrator and the investigators)
are presented to the subject in order to create the
background signal for known data [10–13, 23].
For example, if a subject claims not to have been
at the murder scene and not to know what the murder
weapon was, a probe stimulus could be the murder
weapon, such as a knife. Irrelevant stimuli could be
other plausible (but incorrect) murder weapons such
as a pistol, a rifle, and a baseball bat.
Brain fingerprinting data analysis comprises a
mathematical and statistical algorithm that computes
a determination of “information present” or “information absent”. The information that is either present
or absent in the brain of the subject is the information contained in the probes. The brain fingerprinting
method also computes a statistical confidence for
each individual determination, for example, “information present, 99.9% confidence”. If the statistical
algorithm does not return either an “information
present” or an “information absent” determination
with a high statistical confidence, the outcome is classified as “indeterminate”.
An indeterminate result is not an error. It is a
determination that the data analysis algorithm has
insufficient data to make a determination of either
information present or information absent with a high
statistical confidence.
Things are significant to a person in context. The
context of the probe stimuli in relation to the crime or
other investigated situation is established in the interview before the brain fingerprinting test. Immediately
before the test, the experimenter describes the significance of each probe in the context of the investigated
situation. Before the test, the subject has explicitly
stated that he does not know which stimulus is the
probe containing the correct information.
Under these circumstances, a large P300MERMER in response to the probes provides
evidence that the subject recognizes the probes
as significant in the context of the investigated
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situation. If the experimenter has followed the proper
protocols, the subject has eliminated all plausible
nonincriminating explanations for this knowledge
by his own account before the test. Therefore,
an information-present response can provide
evidence regarding the subject’s involvement in the
investigated situation.

Data Analysis
The purpose of data analysis in brain fingerprinting
studies is to determine whether the probe responses
are more similar to the target responses or to the irrelevant responses and to provide a statistical confidence
for this determination. The determination and statistical confidence must be computed for each individual
subject.
To be valid, the statistical confidence for an individual determination of “information present” or
“information absent” must take into account the level
of variability in the individual brain responses that
are aggregated in the average response. Bootstrapping
was introduced to compute a statistical confidence
for each individual determination that takes this variability into account [10, 12, 13, 32, 33].
If the bootstrapping procedure produces a high
statistical confidence that the probe response is more
similar to the target response than to the irrelevant response, then the determination is “information
present”. If the bootstrapping procedure produces a
high statistical confidence that the probe response is
more similar to the irrelevant response, then the determination is “information absent”.
If neither the statistical confidence for “information
present” nor the confidence for “information absent”
is high enough to meet the established criteria, then
the result is “indeterminate”. Typically, a confidence
of 90% is required for an “information present”
determination. A lower criterion, typically 70%, is
generally required for an “information absent” determination.
Before applying the bootstrapping technique
on correlations between waveforms, noise in the
form of high-frequency activity is eliminated by
the use of digital filters. Specific types of filters
known as optimal digital filters are highly effective
for eliminating this high-frequency noise while
preserving the brainwave pattern of interest in
event-related brain potential research [34].

Brain Fingerprinting and Other
Techniques
Brain fingerprinting and the conventional GKT are
concerned with the relevant features of the crime that
are known to the perpetrator and not to an innocent
suspect.
An “information present” or “information absent”
determination is entirely independent of whether the
subject tells the truth or lies about this information
or anything else.
Brain fingerprinting is fundamentally different
from attempts to detect deception by the polygraph
and similar instruments. It detects knowledge, not lies
[3, 7, 9–13, 15, 35].

Principles of Applying Brain
Fingerprinting in the Laboratory and the
Field
Brain fingerprinting does not evaluate whether the
investigator’s account of the crime is accurate or
whether the relevant knowledge embodied in the
probe stimuli actually correctly represents the crime.
It only detects whether the subject has the relevant knowledge. The prosecution may argue that
the best explanation for an “information present”
determination is that the subject learned the relevant
knowledge while committing the crime. (In a properly
executed brain fingerprinting test, plausible alternative hypotheses will have been eliminated before the
test.) The defense may argue that an “information
absent” determination introduces a reasonable doubt
that the subject is guilty and provides support for his
or her claims of innocence.

Brain Fingerprinting in Criminal Cases
Three cases describe the application of brain fingerprinting in criminal cases. They are the James B.
Grinder case, the Terry Harrington case, (see Daubert
v. Merrell Dow Pharmaceuticals; Evidence: Rules
of) and the Jimmy Ray Slaughter case. Details of the
relevant circumstances and results are detailed in [12,
13, 36]. See also [35, 37–40] (Figures 1–3).

Standards for Brain Fingerprinting Tests
Procedures for brain fingerprinting have been
proposed to maximize the reliability of the technique
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Figure 1 Dr. Larry Farwell conducts a brain fingerprinting
test on serial killer J.B. Grinder, then a suspect in the
murder of Julie Helton. The test showed that Grinder’s
brain contained a record of certain salient features of the
crime. He pled guilty and was sentenced to life in prison.
[Reproduced with permission from Ref. 12. © L.A. Farwell,
2012.]

[7–14]. These include restricting scientific conclusions to a determination as to whether a subject has
the specific crime-relevant knowledge embodied in
the probes stored in his or her brain [11–13, 35, 37].

Published Research on Brain
Fingerprinting
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Figure 2 Brain response of serial killer J.B. Grinder to
information relevant to the murder of Julie Helton. Voltage
at the parietal midline area (range: −2 to 5 μV), average of
all responses for the time range from 0.35 to 1.20 s after the
stimulus. There is a clear P300-MERMER in response to the
known targets (red line). The P300 is the positive voltage
peak at the upper left. The P300-MERMER contains both
the positive peak and the LNP at the lower right. There is no
P300-MERMER in response to the irrelevants (green line).
The probes (blue line) contain specific details about the
crime that the criminal investigators believe the perpetrator
experienced in committing the crime. Grinder’s response to
the probes, like his response to the targets, clearly contains
a P300-MERMER. Mathematical data analysis yielded a
determination of “information present” with a statistical
confidence of 99%. This shows that the record in the
brain of J.B. Grinder contains salient details of the murder.
[Reproduced with permission from Ref. 12. © L.A. Farwell,
2012.]

Overview of Research
While casework is not technically considered scientific testing, brain fingerprinting technology has been
used in casework.
The studies conducted on brain fingerprinting
testing have included field/real-life and laboratory
studies.
Brain fingerprinting testing has been used to detect
information stored in the brain regarding two different
types of activities.
1. Specific issue tests detect information regarding
a specific incident or a particular crime.
2. Specific screening or focused screening tests
detect information relevant to a specific type of
training or inside knowledge of a specific field,
such as FBI agent training or knowledge of bomb
making.

Brain fingerprinting testing is not applicable for
general screening applications, that is, interrogation
where the investigators do not know what specific
information they seek to detect.

Summary of Results of Research and Field
Applications
For all brain fingerprinting studies by Farwell and
colleagues, Grier A’ [41] values are 1.0.
Table 1 [42] outlines the laboratory studies on
brain fingerprinting testing conducted by Farwell and
colleagues.
Table 2 [43, 44] outlines the field/real-life studies
on brain fingerprinting testing conducted by Farwell
and colleagues.
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Figure 3 Brain response of innocent convict Terry
Harrington to information relevant to the murder of which
he had been convicted. Voltage at the parietal midline area
(range: −2 to 15 μV), average of all responses for the
time window from 0.5 to 1.5 s after the stimulus. The red
line is the response to targets – items he knows. As he
recognizes them, he gets a specific brain response. The
P300 is the positive peak in the upper left. The P300MERMER is the P300 and the negative peak in the lower
right. The green line is the response to irrelevant stimuli,
wherein the P300-MERMER is lacking. The blue line is
the response to the probes, which are items relevant to the
crime. Note that there is no P300-MERMER in response to
the probes. Mathematical data analysis yielded a determination of “information absent” with a statistical confidence
of 99%. This shows that Harrington’s brain does not have a
record of these specific crime-relevant details. [Reproduced
with permission from Ref. 12. © L.A. Farwell, 2012.]

Laboratory tests have been conducted on mock
crimes/espionage scenarios with stimuli consisting of
both words and phrases [10] and pictures [42].
Specific issue field tests have applied brain fingerprinting to detect, among other things, real-life events
Table 1

including felony crimes in CIA and FBI studies [11,
13] and real crimes with substantial consequences
(either a judicial outcome, i.e., evidence admitted in
court, or a $100 000 reward for beating the test) [12,
13, 37].
Specific screening field tests have applied brain
fingerprinting to detect, among other things, knowledge unique to FBI agents [12, 13] and to bomb
makers (explosives/EOD/IED experts) [12, 13]. Four
studies of specific issue and specific screening field
tests compared results using the P300-MERMER
in data analysis with results using the P300 alone
[13]. Error rate was 0% with both analysis methods.
Statistical confidence for “information present” or
“information absent” determinations was higher
with the P300-MERMER for most subjects. Median
statistical confidence for individual determinations
with the P300-MERMER was 99.9% [13]. The
P300-MERMER produced a statistically significant
improvement over the P300 alone in each of the four
studies.

Replications of brain fingerprinting science in
other laboratories
Others have published results of similar accuracy.
Iacono and colleagues [45] used P300 ERPs to
detect learned information in a three-stimulus experimental design. The authors achieved 6% error rate in
detecting learned material as learned and 4% error
rate in identifying unknown material as unknown.
They used a Bayesian algorithm for computing a
determination and statistical confidence for each individual subject. Although the mathematical algorithm
was not identical to the bootstrapping algorithm used

Brain fingerprinting laboratory, specific issue studies by Farwell and colleagues

Study name
[publication references]

Type of information
detected

Mock Espionage Study
“Experiment 1” [10, 23]
CIA Picture Study [42](d)

Mock crime/espionage;
word stimuli
Mock crime/espionage;
picture stimuli

(a) Percentage

Number of subject tests

Error rate (%)(a)

Indeterminates(b)

40(c)

0

5

28

0

0

of determinations made that were errors: false positives and false negatives.
of cases where no determination was made. In all indeterminate cases, analysis was with P300 alone, not P300MERMER. Analysis with P300-MERMER yielded no indeterminates, no false negatives, and no false positives.
(c) Each individual in Mock Espionage Experiment 1 was tested once as an “information present” subject and once on different
information as an “information absent” subject: 40 subject tests were conducted on 20 individuals.
(d) Results reported in a conference abstract.
(b) Number
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Table 2
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Brain fingerprinting field/real-life studies by Farwell and colleagues

Study name
[publication references]
Specific issue tests
Real-life “Experiment
2” [10, 23]
CIA Real-life study
[13]
Real Crimes Real
Consequences
$100 000 Reward
Study [13]
FBI Real-life Events
Study [11]
Specific Screening Tests
FBI Agents Study [13]
Bomb Maker Study
[13]
CIA/US Navy Study
[43](d)
Occupation Study
[44](d)

Type of information
detected

Subject tests

Error rate(a) (%)

Indeterminates(b)

Real-life minor crimes

8(c)

0

1

Real-life events (some
crimes)
Knowledge of actual
crimes; judicial
outcome or $100 000
reward for beating test
Real-life events in FBI
agents’ lives

20

0

0

14

0

0

6

0

0

21

0

0

21

0

0

30

0

0

4

0

0

FBI-relevant knowledge,
FBI agents
Bomb-making
knowledge
Expertise in military
medicine
Occupation-specific
knowledge

(a)

Percentage of determinations made that were errors: false positives and false negatives.
Number of cases where no determination was made. In all indeterminate cases, analysis was with P300 alone, not P300MERMER. Analysis with P300-MERMER yielded no indeterminates, no false negatives, and no false positives.
(c)
Each individual in Real-life Experiment 2 was tested once as an “information present” subject and once on different information
as an “information absent” subject: eight subject tests were conducted on four individuals.
(d)
Results reported in a conference abstract.
(b)

by Farwell and colleagues, the results showed a
similar level of accuracy.
In another study, the authors [46] compared their
Bayesian algorithm with the bootstrapping of the
brain fingerprinting technique and with a simplified
application of bootstrapping. They replicated the high
accuracy of the brain fingerprinting technique. They
reported no false positives using this method and
that increased motivation to beat the test increased
the accuracy of the brain fingerprinting technique.
This may be one of the reasons for the extremely
high accuracy achieved using brain fingerprinting
in field situations [12, 13]. The authors theorized
that the basis of this difference was cognitive rather
than emotional: that the difference resulted from
increased cognitive salience of stimuli in the more
motivated condition.

Limitations of Brain Fingerprinting
Like all sciences, brain fingerprinting cannot be
correctly described as “100% accurate”. However, the
limited data available suggest a very high degree of
accuracy.

Limits to the Applicability of Brain Fingerprinting
Testing
Brain fingerprinting is not applicable in every case
for every suspect. The investigator must have some
knowledge about the crime. When no knowledge
about what was involved in the crime is available, then a brain fingerprinting test cannot be
conducted.
Similarly, a brain fingerprinting test is not applicable when the subject knows absolutely everything
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about the crime that investigators know because he
or she has been told this information after the crime.
In some cases, however, such as the Terry
Harrington case [37], it is possible to find salient
features of the crime to which the subject was never
exposed, and which he or she claims not to know.
Under these circumstances, a brain fingerprinting
test can be conducted using these salient features of
the crime as probe stimuli.

Brain Fingerprinting and the Limitations of
Human Memory
Human memory is not perfect. It is affected by
myriad factors, including mental and physical illness,
trauma, injury, drugs, aging, passage of time, and
many other well-known factors.
Brain fingerprinting does not indicate directly what
took place at the crime scene. The value of brain
fingerprinting is that it can provide evidence that the
triers of fact use in their decisions regarding what
took place. Brain fingerprinting does not determine
what the facts are, other than the one fact of presence
or absence of specific information stored in a specific
brain.

Non-Brain Fingerprinting Research on
Brainwave-Based Detection of Concealed
Information
Common Errors in Research on Brainwave-Based
Detection of Concealed Information
The brain fingerprinting three-stimulus paradigm was
introduced in 1986 [10, 23]. The authors coined the
term probe to refer to the crime-relevant stimuli
known only to the perpetrator and investigators and
target to refer to the known stimuli. Many of the
subsequent experimenters, however, did not follow
the standards for brain fingerprinting cited earlier. For
a comprehensive review of all relevant publications,
see [12].
So far, all of the alternative methods that have
failed to meet these standards have produced higher
error rates than those reported by Farwell and others
whose research has met the brain fingerprinting standards, generally about 10–20 times more errors (see
[12] and [13]; Deception, Detection of, P300 EventRelated Potential (ERP)). Some specific methods

have produced error/accuracy rates as low as chance.
[26, 30, 31, 47–51]. Moreover, statistical confidences
produced by these methods have been substantially
lower than those of brain fingerprinting.
The following is a summary of the most common
errors and the errors that have produced the greatest
increases in error rates and decrements in statistical
confidence and/or validity. For a detailed discussion
of how the failure to meet specific brain fingerprinting
standards results in higher error rates and lower
statistical confidences, see [12].
1. Failure to recognize that brain fingerprinting
detects only the presence or absence of
certain specific knowledge stored in the brain
[47, 52, 53] and not how the knowledge was
obtained or what the subject has done or not
done.
2. Failure to establish separate determinations and
reasonable statistical confidence criteria for
both information-present and information-absent
results. Failure to include an indeterminate
category [12, 13, 26, 54–60].
3. Failure to apply a mathematical classification
algorithm. Failure to record and analyze a
subject’s responses to known, relevant information (target stimuli) as well as to irrelevant
information (irrelevant stimuli) and to classify
the subject’s responses to the stimuli being
tested (probes) as being more similar to one
or the other of these templates. Methods that
fail to meet this standard, ignore the target
stimuli in data analysis, and merely compare the
amplitude of the probe and irrelevant responses
consistently produce higher error rates, as
well as statistical confidences averaging 50%
(chance) for information-absent determinations
in all published studies to date [12, 13, 26,
54–60].
4. Confounding “lying” with knowing the relevant
information [26, 55, 56, 61]. For a discussion see
[62].
5. Failure to inform subjects of the significance of
the probes and to describe the significance of the
probes and targets that will appear in each block
immediately before the block [47, 63].
6. Measuring P300 from the wrong scalp location
[55, 60].
7. Failure to run a sufficient number of trials for
adequate signal-to-noise enhancement or failure
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to apply adequate signal-processing and noisereduction techniques such as digital filters and
artifact detection algorithms [26, 28, 47, 52, 60].
8. Failure to require an overt behavioral task that
requires the subject to recognize and process
every stimulus, specifically including the probe
stimuli [48–51, 64–66].

Other Non-Brain Fingerprinting Studies
Other experimenters have attempted to detect
concealed information with event-related brain
potentials by applying methods that are different
from brain fingerprinting in various ways [12, 67].
Some studies have used mock crimes or virtual mock
crimes [68, 69]. Some have applied various other
knowledge-imparting procedures [70–73]. Some
have detected recognition of well-known personal
information such as pictures of known individuals
[63, 73]. These studies have met some but not
all of the brain fingerprinting scientific standards.
Accuracy rates have varied considerably based on
the methods used.
A number of researchers in Japan [60, 74, 75] used
a variety of procedures applying event-related brain
potentials in the detection of concealed information.
Results varied considerably according to the methods
applied.
Some studies were designed to detect simulated malingering (see Malingering: Forensic
Evaluations) relevant to brain injury and memory
loss [76–83]. These studies are not directly
comparable to brain fingerprinting.

Countermeasures
Brain fingerprinting has proven to be highly resistant
to countermeasures. In a series of brain fingerprinting
tests on actual crimes, in which some of the experiments offered a $100 000 reward for beating a brain
fingerprinting test, countermeasures had no effect on
the results of brain fingerprinting [12, 13] (see also
[84]).

Endnotes
a.

The term “brain fingerprinting” is derived from
the following analogy. Fingerprinting matches prints
at the crime scene with prints on the fingers of the
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subject (see Friction Ridge Examination (Fingerprints): Interpretation of), DNA “fingerprinting”
matches biological samples from the crime scene
with biological samples from the suspect (see DNA).
Similarly, brain fingerprinting matches information
from the crime scene with information stored in the
brain of the subject. Like fingerprinting, brain fingerprinting analyzes multiple facets of the evidence to
detect a match.
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